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Co je po éitaéova sie t'?

Pocitaova siet je sustava najmenej dvoch vzajomne
prepojenych pocitaov vytvorena za ucelom komunikacie a
zdiefania sietovych prostriedkov.




Prehlad po €itaéovych sieti

PocitaCoveé siete je mozné rozdelit na zéklade:

01 fyzickej topologie;
T logickej topologie;
1 metddy pripojenia;
1 velkosti;

01 funk&nosti.
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Prehlad po €itaéovych sieti
PocitaCoveé siete je mozné rozdelit na zéklade:

1 metddy pripojenia;

pripojenie kablom (wired connection)

J((T;(

-

pripojenie bez kabla (wireless connection)

Prehlad po €itaéovych sieti
PocitaCové siete je mozné rozdelit na zéklade:

1 velkosti;

Z&kladné typy:

PAN - velmi mald osobna siet. Spolupracujuce

zariadenia obvykle slOzia len jednej osobe (typicky
prepojenie mobilu a pocitaca, PDA, notebooku)




Prehlad po €itaéovych sieti

LAN - lokélna pocitacova siet. Spdjaju uzly (pocitace) v
ramci malého Uzemia, resp. v rdmci jednej budovy
radovo do vzdialenosti sto metrov. SluZia hlavne pre
zdiefanie dat a zdrojov (zariadeni) v rdmci jednej firmy,

budovy, lokality

WAN - rozsiahla siet. Spéja rézne LAN siete v

pbsobnosti krajin, kontinentov ale i sveta

PocitaCové siete je mozné rozdelit na zéklade:

1 funkénosti.
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Siet’'ové zariadenia

Hub;
Switch;
Router;
Modem;
Firewall;
Gateway.

m prip4ja zariadenia k pocitacovej sieti;
m pracuje s datami usporiadanymi do frames (datovych
ramcov);

m kazdy frame rozposiela na vSetky porty — tzv.
.pbroadcasting”




Switch

m prip4ja zariadenia k pocitacovej sieti;

m pracuje s datami usporiadanymi do frames (datovych
ramcov);

m inteligentnejSi ako hub;

m vnuatornd pamat, v ktorej st uchované vsetky MAC
pripojenych PC.

Router

spracovava data packets (datové pakety);

hlavn& dloha - smerovanie packetov do inej pocitaovej siete;
vacSinou prepéja dve alebo viac sieti;

smerovanie - pomocou hlavi¢ky paketu a ,forwardovacej tabulky*;

komunikacia medzi dvoma routerami - cez ICMP protokol (Internet
Control Message Protocol);

dnesné routre ¢asto naviac obsahuju: switch (4-8 port), NAT
(network address translation) , DHCP server, DNS proxy server,
hardware firewall.
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zariadenie na prevod analégového singnalu na digitalny a naopak;
nazov vznikol spojenim dvoch slov: mod ulator a dem odulator;

Modulacia je konvertovanie signalu z odosielajuceho PC do analégovej podoby pre anal6govu
linku. Na druhej strane ide o konvertovanie analégového signalu do digitalnej podoby.

komunikéacia mdze prebiehat cez telefénnu linku, cez rozvod kablovej televizie, cez radiovy
prenos;

modemy sa delia na interné a externé;

Interné — pripojené cez PCI, AMR,CMR;

Externé — pripojené cez porty COM1, COM2, USB, RJ-45;

ISDN adaptér - Integrated Services Digital Network ;

ISDN - digitélna linka, ktora vyuZiva na prenos dva kanaly (channel B, channel D);
kanal B — prenos samotnej informécie s prenosovou rychlostou 64 kbps;

kanal D — signalizacia a prenos riadiacich informacii medzi ISDN Ustredriou a komunikaénym
zariadenim.

Firewall

hardware;
software;

vytvara tzv. ,ohniva stenu* medzi internetom a
pocitatovou sietou;

Ucel — oddelenie LAN od internetu, kontrola datoveho
toku medzi tymito sietami;

datovy tok je kontrolovany na zaklade definovanych
pravidiel a podmienok, ku ktorym prislicha nasledna
akcia,;

dve zakladné akcie su "povolit datovy tok" a "zamietnut
datovy tok";
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MAC adresa :

Media Access Control

Komunikécia cez ARP (Address Resolution Protocol)
Unikatne c&islo pevne zakdédované do sietovej karty

6 dvojic hexadecimalnych znakov oddelenych pomli¢kami




e
MAC adresa

m KaZdy sietovy adaptér (sietova karta) ma zarucenu
jedinecnu MAC adresu. Jedine¢nost prvych 6
hexadecimalnych znakov (ID vyrobcu) zarucuje IEEE,
jedine¢nost poslednych 6 zabezpec&u)u jednotlivi
vyrobcovia.

m http://standards.ieee.org/regauth/oui/oui.txt

00-21-6A-6B-42-FC
!

Kod vyrobcu

e
IP adresa

prostriedok na identifikaciu PC na sieti;
4 ¢&isla oddelené bodkami:

213.81.171.100

Minimalna IP - 0.0.0.0

Maximalna IP - 255.255.255.255
Maximum IP adries je 4,294,967,296
Tento problém riesi IP v6




IP v6

m Narozdiel od IP v4 (4 miliardy IP) podporuje 2128 |P
adries (340 sextilionov);

m 0osem skupin po Styroch hexadecimalnych Eisliciach
oddelenych dvojbodkou :

2001:0db8:85a3:08d3:1319:8a2e:0370:7334

m ak skupina Styroch ¢islic obsahuje 0000, je mozné ju

vynechat;

Doména nahradza nutnost pamatat si IP adresu;
Doména najvyssej Urovne (top-level domain; skratka TLD) je posledna ¢ast plne kvalifikovanéhc

Domény

nazvu domény (za poslednou bodkou);
Internet Assigned Numbers Authority (IANA);
Rozdelenie domén:
[l TLD kéd krajiny (ccTLD) — pouzivané pre jednotlivé krajiny alebo zavislé tzemia. Maju 2
pismena,
napr. .sk pre Slovensko;
1 vSeobecné TLD (gTLD) - uréené pre pouzitie uréenych tried organizacii, napr.:

.com (commercial) pre komeréné organizacie ;
.org (organisation) - neziskové organizacie;
.biz (business) - obchodna doména;

.info (information) — informacie;

.name (name) - mena osoéb;

.mil (military) — vojenské;

.gov (governement) — vladne — hlavne USA;

[ Infrastruktdrne TLD  napr.:

.arpa - United States Department of Defense Advanced Research Projects Agency;
.root

www.pobocka.firma.azet.sk

(Priklad domény)
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= Domain Name Server;
m  Uklada pristup k informacii o nzve stroja (hostname) a ndzve domény v istej distribuovanej databaze v internete;
= Na svete existuje 13 hlavnych DNS:
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m  Anycast z dovodu IPv6 — z dévodu obmedzeného prenosu — 512 bytov UDP;
= Address DNS Lookup;
= Reverse DNS Lookup;

213.215.107.250 = azet.sk

Preverovanie domeén
a IP adries

m www.centralops.net
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e
Preverovanie domén
a IP adries

m www.centralops.net

wwwwwwwww

Domain Dossier i

Preverovanie domeén
a IP adries

m www.centralops.net

........
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Preverovanie slovenskych

domeén

Preverovanie slovenskych
domén

m Wwww.sk-nic.sk




Preverovanie slovenskych '
domén

A j“:f

PC a porty

procesy spustené na PC poc€uvaju prichadzajuce
pripojenia

IP adresy identifikuju PC a porty identifikuja software
spusteny na PC

Celkovo je 65535 TCP and 65535 UDP portov

Najviac vyuZzivané porty st od 1 to 1024
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g
Anonymny pristup na internet

m nie je mytus;

m Coraz vacsi pocet pripadov, pri ktorych je pouZity;

.
Proxy

m Druh anonymizéra;
m Umoznuje klientom nepriame pripojenie k inému serveru;

m proxy server funguje ako sprostredkovatel medzi
klientom a ciefovym serverom;

m preklada poziadavky klienta a oproti ciefovému serveru
vystupuje ako klient;

m prijatu poziadavku potom odosiela naspat’ klientovi;
m Hardware;
m Software.
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Proxy (anonymiza €ne)

pozivatel Poskytovatel'

Proxy server ‘Web
85.120.34.56 internetu 212.170.156.46 server
Rumunsko (ISP) Spanielsko

NAT

m Network Address Translation;

m proces zmeny informacie o sietovej adrese v datagrame
hlavicky paketov;

m dnes sa €asto pouziva v spojeni so sietovou maskaradou
(network masquerading) alebo IP maskaradou (IP
masquerading);

m sklada sa z adries privatnej siete ukryté za jedinu IP
adresu;

m mechanizmus byva vaésinou implementovany v routeri;

m vyuZiva prekladovu tabulku.




o
92168.1. )
klient \
192.168.1.1:20002 3 |
internet
Klient ~ @
192.168.1.1:20001

@ Lient
192.168.1.1:20000

TOR

Druh anonymizéra,

siet virtualnych tunelov, ktoré zabezpecuju sukromie a
bezpecénost na internete;

datovy tok je distribuovany cez niekolko miest (bodov)
na internete;

Ziadny bod sa nem&Zzu pripojit do ciela

obtiazne sledovatelny;

po spojeni maZze stopy;

jedind moznost odhalenia uzla siete TOR (pachatela) je
analyzovat cely jeho datovy tok.

http://www.torproject.org/
nakonfigurovany pre Firefox.
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TOR

« « - unencrypted link
— ancrypted link

E) How Tor Works: 1 ‘ &3 Tornode

Alice

'y

: Step 1: Alice's Tor
- client obtains a list
- of Tor nodes fram

: adirectory server. . :an;l
¥
S ——
Dave Bob

TOR

E) How Tor Works: 2 P Tornode

+ « - unencrypted link
— ancrypted link

Alice

Step 2: Alice's Tor client
picks a random path to

destination server. Green - -
links are encrypted, red L + o oy

links are in the clear. ] — — Jane
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)
TOR

€3 Tornode
-« - unencrypted link
=g encrypted link

E)) How Tor Works: 3

Step 3: If at a later time, the

—
user visits another site, ‘

Alice’s tor client selects a - -+ L e
second random path.

Again, green links are
encrypted, red links are in H

the clear. :
T + N [ [F—
Dave == g0 -— Bob

A :

Sluzby obsiahnuté v internete

Elektronicka posta (e-mail),
Diskusné skupiny (Usenet),
Telnet,

FTP (File Transfer Protocol),
IRC (Internet Relay Chat),
WWW (World Wide Web),
P2P siete (Peer to peer),
VOIP




o ., &

E-mail - definicia

m Servis, ktory umozriuje posielat:

[ spravy;
1 subory;

m Moznost odosielat e-mail:
1 od 1 koreSpondenta k 1 koreSpondentovi;

71 od 1 koreSpondenta k « koreSpondentom;

m Adresovatelny cez pocitaovu siet;

o,

Format e-mailu

mojemeno@mojmail.sk

pouzivate I'ské meno zavina ¢ doména (cc)TLD

unikétny ID provider e-mailu

m Priklad: jozko.mrkvicka@minv.sk

m Povolené: bodka, podtrznik, Cisla
m Nepovolené: medzery, Specialne znaky, diakritika
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Identifikacia IP adresy
z hlavi €ky elektronickej posty

Delivered-To: radoslav.lefcik@gmail.com
Received: by 10.100.148.11 with SMTP id v11cs73606and;
Mon, 13 Sep 2010 05:36:33 -0700 (PDT)
Received: by 10.204.102.68 with SMTP id f4mr3192368bko.30.1284381391626;
Mon, 13 Sep 2010 05:36:31 -0700 (PDT)
Return-Path: <peter.takac@minv.sk>
Received: from mail2.minv.sk (mail2.minv.sk [213.81.171.179])
by mx.google.com with SMTP id k15si14092226bkb.81.2010.09.13.05.36.28;
Mon, 13 Sep 2010 05:36:31 -0700 (PDT)
Received-SPF: pass (google.com: domain of peter.takac@minv.sk designates 213.81.171.179 as permitted sender) clientip=213.81.171.179;
Authentication-Results: mx.google.com; spf=pass (google.com: domain of peter.takac@minv.sk designates 213.81.171.179 as permitted sender)
mtp.mail=peter.takac@minv.sk
Received: (qmail 471 invoked by uid 504); 13 Sep 2010 12:36:44 -0000
Received: from 10.33.10.30 by mailbaout (envelope-from <peter.
(clamdscan: 0.96.2/11896.
Clear:RC:0(10.33.10.30):.
Processed in 0.071434 secs); 13 Sep 2010 12:36:44 -0000
Received: from unknown (HELO mailba.minv.sk) (10.33.10.30)
by mail.minv.sk with SMTP; 13 Sep 2010 12:36:44 -0000
Received: (qmail 4623 invoked by uid 28956); 13 Sep 2010 12:36:27 -0000
Delivered-To: radoslav.lefcik@minv.sk
Received: (gmail 4471 invoked by id 100); 13 Sep 2010 12:36:12 0000
Received: from unknown (HELO mail2.minv.sk) (10.33.10.34)
by mailba.minv.sk with SMTP; 13 Sep 2010 12:36:12 -0000
Received: (qmail 374 invoked by uid 504); 13 Sep 2010 12:36:23 -0000
Received: from 10.33.12.148 by mailbaout (envelope-from <peter.takac@minv.sk>, uid 501) with qmail-scanner-1.25
(clamdscan: 0.96.2/11896.
Clear:RC:0(10.33.12.148)..
Processed in 0.069147 secs); 13 Sep 2010 12:36:23 -0000
Received: from unknown (HELO OKPOO4Takac) (10.33.12.148)
by mail.minv.sk with SMTP; 13 Sep 2010 12:36:22 -0000
From: =?is0-8859-2?B?UGVOZXIgVGFraeg=?= <peter.takac@minv.sk>
To: "rado lefcik” <radoslav.lefcik@minv.sk>,
Subject:
X-Eset-AntiSpam: OK;50;calc;2010-09-16 14:16:52;1009161416520001;BEA8
Date: Mon, 13 Sep 2010 14:38:05 +0200
Message-ID: <810E95AFEE014904912CBE01BDCCEA54@OKP004T akac>
MIME-Version: 1.0
Content-Type: multipart/alternative;
= NextPart_000_0000_01CB5351.468981D0"

.sk>, uid 501) with gmail 1.25

oun
X-Priority: 3 (Normal)
X-Mailer: Microsoft Outiook, Build 10.0.2627
Importance: Normal

Rozdiely v hlavi ¢ke e-mailu

webmail e-mailovy Klient

Return-Path: <radoslav.lefcik@gmail.com>

MIME-Version: 1.0

Received: by 10.100.148.11 with HTTP; Thu, 16 Sep 2010
05:52:14-0700 (PDT)

Date: Thu, 16 Sep 2010 14:52:14 +0200

Delivered-To: radoslav.lefcik@gmail.com

Message-ID:
<AANLKTin_hMoUG__DoSPi+emrL2fB6dW2FCnw0J2Yf6G
u@mail.gmail.com>

Subject:

X-Eset-AntiSpam: OK;30;calc;2010-09-16
14:52:35;1009161452350005;1840

From: a a <radoslav.lefcik@gmail.com>

To: a a <radoslav.lefcik@gmail.com>

Content-Type: text/plain; charset=1SO-8859-1

X-Esetld: 19999D284E495169069F9D7C4D1913
X-EsetScannerBuild: 7827

Received: from predator (static-dsl-117.213-160-
175.telecom.sk [213.160.175.117])

by mx.google.com with ESMTPS id
24sm2450943bkr.7.2010.09.16.05.49.44

(version=SSLv3 cipher=RC4-MD5);

Thu, 16 Sep 2010 05:49:45 -0700 (PDT)
Message-ID:
<DESD9ADF93CB4474AE76FECF79A97A65@predator>
From: =?is0-8859-2?Q?Radoslav_Lef=E8=EDk?=
<radoslav.lefcik@gmail.com>
To: <radoslav.lefcik@gmail.com>
Subject:

X-Eset-AntiSpam: OK;30;calc;2010-09-16
14:49:52;1009161449520004;A41A
Date: Thu, 16 Sep 2010 14:49:43 +0200
MIME-Version: 1.0
Content-Type: multipart/alternative;

boundary="
=_NextPart_000_001D_01CB55AE.65C7E260"
X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 6.00.2900.5931
X-MimeOLE: Produced By Microsoft MimeOLE
6.00.2900.5994
X-EsetScannerBuild: 7827
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P2P siete (Peer to Peer)

m Casto pouZivané na zdielanie suborov,

m Hlavne na Sirenie diel chranenych autorskym zdkonom, detskej
pornografie, virusov a spamov,

Server

File Request

\ - \

3 LA

o A . ® & 2 i

Peer ‘._" =

“I've got it"

Socialne siete

skupina ludi, ktorej jednotlivi €lenovia sa zoskupuju do Specifickych podskupin
nebezpecenstvo:
m}

zneuzivanie osobnych Gdajov
m}

zneuzivanie fotografii

Napriklad:

Facebook, MySpace, YouTube, Twitter...
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